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Task 'New O55: Check TLS prot. version »>= TLSv1.1 w.BEST-OPTION (RZ11)’

j Application Component: XX-SER-NET

| Purpose

| Use this task to check TLS protocol version.

| This task check the profile parametar ssliclient_ciphersuites and parameter value for enabling highest TLS protocol version with
BEST-OPTION.

Dependencies

Mote 510007

Example
Recommendad Configuration of Available TLS Protocol Versions (required for enabling TLSv1.2)
= ssliclient_ciphersuites = 150:PFS:HIGH::EC_P256:EC_HIGH
For a SAP Solution Manager System 7 [012], please use the following value for ssliclient_ciphersuites instead:

= ssliclient_ciphersuites = $18:PFSHIGH::EC_P256:EC_HIGH

Activities

Elttjmber Value Description

Bit 1 1 "BC"- Option (accept S5L Version 2.0 CLIENT-HELLO / 5SLv2Hello for TLSv1.x Handshake)
Bit 2 2 "BEST"- Option (activate highest available TLS protocol version, i.e. TLSv1.2 for CCL 8.4. 48+)
Bit 3 4 "NO_GAP"- Option (no gaps between TLS protocel versions; is forced to date)

Bit 4 ] Mot defined

Bit5 16 Allow blind sending of a client certificate (5.5 5pl36+ and all CCL 8 x.x)

Bit 6 32 “Strict protocol version configuration” option--do not automatically enable TLSv1.0 {recognized/supported only by
CommonCryptoLib (CCL) 8.4.31 or higher)

Bit 7 64  SSLv3

Bit & 126 TLSv1.0

Bit9 256  TLSv1.1 {only with CommonCryptoLib {CCL) 8.4.31 or higher)
Bit 10 512 TLSv1.2 {only with CommonCryptoLib {(CCL) 8.4.31 or higher)
Bit 11 1024 Mot defined

Bit 12 2048 Mot defined

Troubleshooting

If profile parameter ssl/client_ciphersuites is not enabled for highest TLS protocol version with BEST-OPTION, read note 510007
and change profile parameter value.
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